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ADAPTIVE MEDIA CONTROL 
Cross-Ref erence to Relate Applications 
This application is a continuation-in-part of U.S. Application 
08/907,812 filed August 14, 1997, and claims the benefit of 
5 International Application Serial No. PCT/US98/16836 filed August 13, 
1998, which is incorporated herein by reference. 

Background of the Invention 
This invention relates to media control in a communication 
network . 

10 Use of shared communication media for network communication 

typically requires control of those shared media. For example, the 
media may provide a limited communication capacity and media control, 
including media allocation and management, provides mechanisms for 
"zt controlling access by stations on the network to the media in order to 

U1 15 provide fair and efficient communication over the network. 

Coupling of multiple stations using a wireless local area network 
(WLAN) can provide the benefits of a wired local area network (LAN) 
'y] without requiring the stations to be physically coupled using 

^ ; a 

^ transmission "wires" such as coaxial conductors, twisted pairs of wires, 

20 or optical fibers. Data is transferred using radio frequency (RF) or 
optical frequency (e.g., infra-red (IR)) transmission through space. 
Radio-based wireless networks, in general, have several characteristics 
that differ from wired networks. These characteristics include lower 
achievable data capacity due to factors including bandwidth and power 
25 limitation, time-varying communication capacity that may depend on the 
particular source and destination of a transmission, and higher error 
rates, for example, due to interfering signals. 

Wireless networks typically use a similar software architecture as 
wired networks. A multi-layer communication protocol "stack," such as 
30 the OSI reference model, is used to implement communication over the 
WLAN. In current LANs, as in WLANs, the media access control (MAC) 
layer is responsible for access control of the communication medium. 
It is the MAC layer, between the communication protocols above the 
physical layer, that differs most between wired and wireless networks. 
35 Various MAC approaches for WLANs have been proposed. These 

approaches use techniques including random access and time-, frequency- 



, or code-division multiple access (TDMA, FDMA, CDMA) in which each 
wireless station is allocated a portion of the total available 
communication capacity. For example, the IEEE 802.11 media access 
control standard is a random access technique that uses a carrier sense 
with a collision avoidance (CSMA/CA) scheme. 

Polling techniques have been used to control access to shared 
communication resources, such as to a shared communication medium in a 
communication network. In such polling techniques, stations transmit 
in response to being polled by a master station in the network. In 
this way, multiple stations are prevented from transmitting 
concurrently. Concurrent transmission would, in general corrupt the 
data being transmitted. A polled station must respond in some way to a 
polling message before the master station can poll another station. 
Stations are typically polled in a round-robin manner. In such a 
round-robin approach, polling messages are sent to all other stations, 
and responses are sent from those stations, before a station is polled 
again. 

Local area networks are increasingly used to transfer data, 
including multimedia data streams that have various quality-of -service 
requirements. Examples of such requirements include a guaranteed 
minimum data rate and maximum delay. Applications that have such 
quality-of -service requirements include audio or video telephony and 
conferencing, multimedia collaboration, and multimedia distribution. 



In a wireless local area network (WLAN) environment, a WLAN media 
access control (MAC) module can directly address the quality-of -service 
(QoS) requirements of data streams. Support for QoS requirements is 
more easily provided at the MAC layer than at higher layers or the 
protocols. In particular, an adaptive MAC polling approach in 
combination with a resource manager provides efficient use of limited 
and time varying communication resources while satisfying QoS 
requirements, if possible, jrhe approach is applicable to wireless 
LANs, such as those based on the IEEE 802.11 standard, and is also 
applicable to wired LANs, such as those based on Ethernet standards, 
and LANs which use telephone wiring or power wiring for data links .\ 



Summary 




The invention provides, in general, a media control that supports 
transmission of data streams with QoS requirements, such as minimum 
throughput or maximum delay, while adapting to the changing 
characteristics of the wireless transmission medium. In addition, 
assignment of limited resources, in particular, the limited 
communication capacity of the transmission medium, is tightly coupled 
to the media control approach. The media control approach includes 
use of a polling manager and a resource manager. The resource manager 
provides an admission control procedure that prevents admission of 
sessions that cannot be supported by the system and allocates network 
resources needed to support admitted sessions. The resource manager 
allocates bandwidth to sessions by taking into account the data rate 
requested for the sessions and the achievable throughput. The resource 
manager can also consider other factors such as utility and priorities 
of communication sessions. The available bandwidth is taken into 
account to allow a requested data rate to be achieved despite 
retransmissions necessitated by interference, physical separation, of 
other error-causing situations. The polling manager uses an efficient 
"just in time" polling of stations based on their allocated bandwidth 
or communication rates. Stations that do not use their allocated rates 
are polled less often than those which use their allocation, thereby 
increasing the total throughput of the system and providing proper 
quality of service support for real-time applications. Advantages of 
the invention include quality of service support which is needed for 
real-time multimedia applications, responsiveness to time varying 
communication capacity, resource allocation in accordance with 
effective bandwidth between pairs of stations, and admission of 
sessions only if their minimum required data rates are achievable. 

In general, in one aspect, the invention provides media control in 
a communication network which includes multiple communication stations 
coupled over a shared communication medium and which supports a quality 
of service class of communication sessions such that sessions in that 
class have data rate requirements. Media control includes assigning 
communication resources in accordance with the data rate requirements 
of sessions in the quality of service class, polling the stations to 
transmit data for particular sessions according to a polling sequence, 



monitoring data transmissions in response to the polling, and 
adaptively allocating the communication resources in accordance with 
the monitored data transmissions. Adaptively allocating the 
communication resources can include adapting the polling sequence used 
for polling the stations. In addition, one or more of the following 
features may be included. 

Media control can also involve accepting a request to establish a 
new communication session in the quality of service class, admitting 
the new session if its data rate requirement can be provided without 
exceeding a limit on available communication capacity on the shared 
communication medium, and rejecting the new session if its data rate 
requirement cannot be provided without exceeding the limit on available 
communication resources. 

The data rate requirements of sessions in the quality of service 
class may include minimum required and a maximum desired data rates, 
and may also include maximum intervals between polling of those 
sessions . 

Assigning communication resources as part of media control can 
include determining a set of sessions in the quality of service class 
that can be provided with their minimum required data rate, and 
assigning data rates to each of those sessions in accordance with their 
minimum required data rates and their maximum desired data rates. 

Monitoring data transmission can include collecting data 
retransmission statistics, and assigning communication resources 
includes adjusting data rate requirements in accordance with the 
collected retransmission statistics. 

Assigning communication resources can also include optimizing a 
utility function subject to a set of constraints. The utility function 
depends on the assigned rates. The set of constraints includes the 
assigned rate for each admitted session being in the range from its 
minimum required data rate to its maximum desired data rate and the 
assigned data rates taken together not exceeding an available 
communication capacity. 

Polling of sessions can be such that sessions with lower assigned 
data rates are polled less frequently than stations with higher 
assigned data rates. Also, adapting the polling sequence can include 



reducing the rate of polling for a session in response the monitored 
transmissions for that session corresponding to a reduction in actual 
rate of transmission for that session, and increasing the rate of 
polling for a session in response the monitored transmissions for that 
session corresponding to an increase in actual rate of transmission for 
that session. Polling can be performed in a periodic cycle and during 
each period of the cycle a subset of the sessions in the quality of 
service class are polled in accordance with their allocated 
communication resources. The polling sequence can be determined by the 
values of state variables, each associated with a corresponding 
session, and adapting the polling sequence can be effected by changing 
the values of the state variable. Polling a station to transmit data 
for a particular session can include assembling a data message 
identifying the session, transmitting the data message to the station 
using either a radio frequency or an optical frequency transmitter, and 
monitoring data transmissions can includes receiving the data 
transmissions using either a radio frequency or an optical frequency 
receiver. 

Other features and advantages will be apparent from the following 
description, and from the claims. 

Brief Description of the Drawing 
Fig. 1 shows an exemplary arrangement of stations coupled over a 
wireless network; 

Fig. 2 shows elements of a wireless station; 

Fig. 3 shows software modules which execute on a wireless station; 

Fig. 4 shows an exemplary transmission cycle in which an arbiter 
station polls QoS and non-QoS sessions; 

Fig. 5 illustrates a state machine used to adapt the polling 
pattern for a session in response to data transmissions for that 
session; and 

Fig. 6 is a flowchart showing processing of a Permission-To-Send 
(PTS) message. 



Description of the Preferred Embodiments 
A first embodiment of the invention involves communication among a 
number of stations over a wireless local area network (WLAN) . Fig. 1 
shows an exemplary arrangement of four stations lOOa-d which 
communicate in a WLAN over a broadcast wireless medium 105, such as 
radio frequency propagation through the interior space of an office 
building. Stations communicate directly with one another through 
broadcast medium 105. Embodiments of the invention use a variety of 
radio or optical frequencies and transmission methods. In this first 
embodiment, the stations communicate using radio frequency spread 
spectrum transmission in the Industrial Scientific and Medical (ISM) 
band in the range of 2.4GH2 using an overall bandwidth of approximately 
83MHz. The transmission technique provides a raw system data rate of 
IMb/s between stations. The transmission characteristics between 
stations lOOa-d depend on a variety of factors including the 
transmission power at a station, the physical distance and interfering 
physical structures between stations, and the nature of interfering 
signal sources. In addition, these transmission characteristics can 
change during operation, due, for example, to a station's or a physical 
barrier's moving. As a result, the achievable throughput over the 
channel may be substantially lower than the raw data rate and may also 
vary over time. 

As shown in Fig. 1, wireless stations lOOa-d include network 
interface controllers (NICs) 102a-d coupled to antennas 104a-d. They 
also include general purpose central processing units (CPUs) 106a-d and 
memories 108a-d. Application programs execute on the CPUs and 
communicate over the WLAN through the NICs. Memories 108a-d are used 
for application storage, the stations can be a variety of devices such 
as personal computers, computer peripherals, gateway devices to other 
networks, or any other of devices that require data communication 
services . 

In this first embodiment, one station (e.g., station 100a) is 
designated as the arbiter station. The arbiter station is responsible 
for managing allocation and use of communication resources. As will be 
described further below, arbiter station 100a accepts requests to admit 
communication sessions into the system, assigns communication rates to 
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adjusted minimum and maximum data rates, denoted by dk=AkrK and Dk^A^Rk 
respectively, for each session. Note that these adjusted rates may 
change in future reallocations as the retransmission rate estimates 
change. The resource manager assigns a rate Xk for each session k 
without exceeding the overall system data rate Uc- If £k Dk < Uc, then 
all sessions can be allocated their maximum adjusted desired rates. If 
£k dk > Uc then there is no feasible solution of assigned rates that will 
give all the QoS sessions their minimum required rates. Assuming a 
feasible solution exists, the resource manager assigns each session k a 
data rate Xk (not counting retransmissions) which satisfies rk ^ Xk ^ Rk- 
If a feasible solution exists but all sessions cannot be assigned their 
maximum desired rates, rates Xk are allocated such that the adjusted 
excess rates Xk beyond the minimum rates rk are assigned proportionally 
to the differences Rk-^k- That the is, excess rates Xk'=Xk-rk are 
proportional to Rk'=Rk-rk for all k. Therefore, if Uc'= Uc-^k dki then 
Xk = (1/Ak) (dk + Uc' (AkRk'/Zi AiRi')) . 

If the resource manager cannot find a feasible set of assigned 
rates Xk, then it removes one or more QoS sessions from the set of 
sessions polled during the first phase of each cycle. For example, 
sessions with the highest data rate requirements may be removed first. 

In order to account for overhead due to factors such as header 
information in a data transmission and the time needed by transceivers 
to switch between receiving and transmitting modes, the total 
communication capacity Uc is reduced from the transmission rate B using 
an efficiency factor E. To illustrate this, consider the situation as 
follows: the raw data rate is B=lMb/s; data transmissions are Tdata=lins 
in duration resulting in transmissions of length B*Tdata=lMb/s'lms = lkb/ 
polling and acknowledgment messages are insignificant in duration; 
transceiver switching takes Tswitch=0 . 01ms and the transceiver switches 
twice per data transmission (i.e., once to switch from receiving to 
transmitting and once to switchback) ; and header information uses 
h=32b. In this situation, the efficiency factor is E=Taata/ (Tdata+2 
Tswitch) ' (1+h/B-Tdata) / which is approximately 95%. 

After computing the allocated data rates, the rates and the 
maximum delay requirements are transferred from the resource manager to 
the polling manager. The initial state for each session is chosen so 
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that the session is polled as infrequently as possible while still 
supporting the allocated rate and that satisfies the maximum delay 
requirement . 

Referring again to Fig. 3, when one of the communicating 
applications 300 wants to establish a new session, it opens a data 
stream using protocol stack 310. This request is transferred through 
the NDIS driver 312 and on to MAC 320. If the user wants the session 
to be a QoS session, the user provides QoS parameters to GUI 
application 302 which communicates those parameters through VxD 314 and 
NDIS driver 312 to MAC 320. MAC 320 then waits to be queried by 
resource manager 322 at the arbiter station for requests to establish 
new sessions. 

Periodically, resource manager 322 at the arbiter station queries 
the MACS at all stations for new QoS sessions. Requests to establish 
QoS sessions are accompanied by QoS requirements including the minimum 
and maximum effective data rates r^ and R^ required for the session. 

Resource manager 322 at the arbiter station considers whether a 
feasible solution to the resource assignment problem can be obtained 
with the new QoS session being considered for admission into the 
system. If a feasible solution cannot be obtained which includes the 
new sessions, one or more of the requested QoS sessions is not 
admitted, for example in order of decreasing minimum required data 
rate, and a feasible solution is again attempted. This is repeated 
until a feasible solution is obtained. Therefore, at least at the time 
that a session is admitted, the resource manager expects that at least 
the minimum required data rate can be provided to all existing and 
newly admitted QoS sessions. The arbiter station communicates 
acceptance or rejection of a QoS session to the MAC 32 0 on the 
requesting station, which in turn informs GUI application 3 02 through 
NDIS driver 312 and VxD 314. 

When a session is closed by an application program, the sending 
station signals the end of the session to the arbiter station and no 
further resources are assigned to the session. Alternatively, if the 
sending station simply stops sending, the state index for the session 
will adapt to the highest value. After a predetermined time at that 
value during which time no data is transmitted for the session, the 
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arbiter station notifies the sending station that the session has been 
terminated and frees resources associated with that session. 

A second embodiment of the invention admits and allocates data 
rates for both QoS sessions and non-QoS sessions according to an 
5 overall utility function. In addition to specifying minimum and 

maximum data rates r^ and Rj, for a session k, a user also specifies a 
priority (or utility) for the session. In addition, non-QoS sessions 
k also have requirements r^, and specified, although in general 
is lower than that used for QoS sessions, and r^ may be zero if a 

10 sustained data rate is not required. 

The overall utility function in this second embodiment is Pk^k- 
This utility function is maximized subject to the constraints that 
r^ ^ Xk ^ Rk for all sessions k and J^k ^ This Linear Programming 

formulation is a version of the well-known "knapsack" problem. The 

15 optimal solution is found by ordering the sessions in descending order 
according to Pk/Ak. Sessions are allocated in order. Unless the 
communication capacity Uc is reached, each session receives it's maximum 
desired data rate Xk=Dk. The last session allocated receives whatever 
data rate is available (given that the data rate available is at least 

20 the minimum required data rate for the session) and the remaining 
sessions are allocated zero data rate. Note that since the 
retransmission rate Ak is considered as well as the priority P^ of a 
session, a high priority session with a high retransmission rate may 
not receive its required data rate while a low priority session with a 

25 low retransmission rate may. 

In an alternative embodiment each session can have a penalty or 
cost Pk associated with it. An overall penalty function, of the same 
form as the overall utility function above, is minimized in this case. 
Other embodiments involving optimization of an overall utility or 

30 penalty function can include other constraints. An example of other 
constraints would be reservation of a percentage of the overall 
communication rate for non-QoS sessions. In addition, other linear 
programming solution techniques can be employed to find feasible 
solutions . 

35 Other embodiments of the invention can incorporate one or more of 

the following features. For example, the cycle time Tcycie can be 
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previous station in the order to complete its transmissions before 
transmitting. 

In the situation that a previously admitted QoS session cannot be 
accommodated in a feasible solution when data rates are reassigned by- 
resource manager 322, the sending station can be informed that a 
previously admitted session has been ejected. The application program 
associated with that session can then take appropriate action. In 
addition, it is possible if sessions are prioritized, that a request 
for admitting a new QoS session results in that session being admitted 
but some other previously admitted but lower priority session being 
ejected. 

In yet another embodiment, although at any one time there is a 
single arbiter station, one or more stations perform the identical 
resource assignment procedure in parallel and function as shadow 
arbiter stations. In this way, these stations are able to become the 
arbiter station if for some reason the arbiter station cannot serve 
that role. 

In the embodiments described above, the arbiter station can also 
execute application programs. The arbiter station can also solely 
serve the role of an arbiter station without the ability to execute 
application programs. In addition, such a dedicated arbiter station 
can also serve a gateway role to another network, such as a wired LAN. 

The stations do not necessarily communicate directly with one 
another. For example, in an application such as a use of wireless 
communication for the local loop of a telephone system to fixed 
locations, an arbiter can poll a station at each location and that 
station can communicate with the arbiter. 

In other applications, multicast transmission may be used to reach 
a number of stations with the same communication session. Bandwidth is 
allocated as in the point-to-point case described previously with the 
exception that the worst-case retransmission rate is used to estimate 
the bandwidth needed to sustain the required actual data rate. 

As support for QoS requirements is introduced into standard 
communication protocol stacks, such as into protocol stack 310 in Fig. 
3, applications may be able to specify QoS requirements directly. In 
that case, GUI application 302 and VxD 314 would not be needed to 
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other embodiments using wireless data links can use both higher 
and lower radio frequency ranges, as well as optical frequencies such 
as in the infra-red range, and may be applicable to other shared access 
channels that may share a communication medium other than air such as a 
conductor not dedicated for network communication. Also, frequency 
hopping spread spectrum may be used instead of direct sequence spread 
spectrum. 



In another alternative embodiment, the polling manager at the 
arbiter station sends multiple permission to send (PTS) messages at a 



time rather than always sending a single PTS at a time. For example, 
the arbiter station can transmit several PTS messages to several 
sessions or one poll that contains several PTS messages for more than 
one upcoming transmission. ^ 




Other embodiments are within the scope of the following claims. 



What is claimed is: 
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